1.Run nslookup to obtain the IP address of the web server for the
Indian Institute of Technology in Bombay, India: www.iitb.ac.in.

What is the IP address of www.iitb.ac.in

C:\Users\dings>nslookup www.iitb.ac.in
AR5 88 : UnKnown
Address: 192.168.43.1

JE A B N
= PR : www.iitb.ac.in
Address:| 103.21.124.133

103.21.124.133

2.What is the IP address of the DNS server that provided the answer to

your nslookup command in question 1 above?

C:\Users\dings>nslookup www.iitb.ac.in
5528 : UnKnown
Address: | 192.168.43.1

JE A B N
= PR : www.iitb.ac.in
Address: 103.21.124.133

192.168.43.1

3.Did the answer to your nslookup command in question 1 above
come from an authoritative or non-authoritative server?

non-authoritative server



4.Use the nslookup command to determine the name of the
authoritative name server for the iitb.ac.in domain. What is that
name? (If there are more than one authoritative servers, what is the
name of the first authoritative server returned by nslookup)? If you
had to find the IP address of that authoritative name server, how

would you do so?

C:\Users\dings>nslookup -type=NS iitb.ac.in
5588 : UnKnown

Address: 192.168.43.1

JEBL R

iitb.ac.in nameserver dns2.iitb.ac.in
iitb.ac.in MAESETrVeET gns3 T iitorac.in
iitb.ac.in nameserver = dnsl.iitb.ac.in

dnsl.iitb.ac.in internet address 103.21.125.129
dns2.iitb.ac.in internet address 103.21.126.129
dns3.1iitb.ac.in internet address 103. .127.129

dns2.iitb.ac.in; 103.21.126.129

5.Locate the first DNS query message resolving the name
gaia.cs.umass.edu. What is the packet number6 in the trace for the DNS

query message? Is this query message sent over UDP or TCP?
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XHF) BEE WAV G WRO) SR S BEY BAW) TRM B
Am 2@ FRE Q&= e EaaqFH
192.168.43.231 and dns *
No. Time Source Destination Protocol  Length Info =
192.168.43.231 [152.168.43.1 TONS 77 Standard query Oxf3b8 A gaia.cs.umass.edu
192.168.43.231 192.168.43.1 DNS 77 Standard query Oxcfld A gaia.cs.umass.edu
192.168.43.231 192.168.43.1 DNS 77 Standard query Ox7fe2 HTTPS gaia.cs.umass.edu
192.168.43.231 192.168.43.1 DNS 86 Standard query @x9f25 A stackpath.bootstrapcdn.com
192.168.43.231 192.168.43.1 oNs 86 Standard query 0x9668 HTTPS stackpath.bootstrapcdn.com
192.168.43.231 192.168.43.1 DNS 75 Standard query 0x4168 A code.jquery.com
192.168.43.231 192.168.43.1 DNS 75 Standard query @x7aca HTTPS code.jquery.com
192.168.43.1 192.168.43.231 DNS 139 Standard query response @x4168 A code.jquery.com A 151.101.2.137 A 151.101.194.137 A 151.101.130.137 A 151.101.66.137
192.168.43.1 192.168.43.231 ons 136 Standard query response Ox7aca HTTPS code.jquery.com SOA george.ns.cloudflare.com
192.168.43.231 192.168.43.1 DNS 80 Standard query @x@def A fonts.googleapis.com
192.168.43.231 192.168.43.1 DNS 80 Standard query 0xd29f HTTPS fonts.googleapis.com
192.168.43.1 192.168.43.231 DNS 96 Standard query response @x@def A fonts.googleapis.com A 120.232.234.33
75 4.684707 192.168.43.1 192.168.43.231 DNS 137 Standard query response @xd29f HTTPS fonts.googleapis.com SOA nsl.google.com
90 4.752951 192.168.43.1 192.168.43.231 DNS 102 Standard query response @x9f25 A stackpath.bootstrapcdn.com A 66.220.149.32
108 5.005026 192.168.43.1 192.168.43.231 DNS 86 Standard query response @x9608 HTTPS stackpath.bootstrapcdn.com
115 5.307155 192.168.43.231 192.168.43.1 DNS 77 Standard query @x6be@ A gaia.cs.umass.edu
116 5.307975 192.168.43.231 192.168.43.1 ons 77 Standard query 0x7d60 A gaia.cs.umass.edu
117 5.308762 192.168.43.231 192.168.43.1 DNS 77 Standard query @x5b82 HTTPS gaia.cs.umass.edu
L 132 5.938612 192.168.43.1 192.168.43.231 DNS 93 Standard query response @xf3b8 A gaia.cs.umass.edu A 128.119.245.12
122 5 asizen 19> 1A% 43 231 197 16% 43 1 nns 4 Standard auary Avdh71 & nav-ados cmantcrrean micrncnft com L
> Frame 42: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface \Device\NPF_{C3FB82DB-f| 0900 62 ce b3 e4 3e 54 40 5b d8 6b ac b9 @8 00 45 00 b-- - >T@[
> Ethernet II, Src: Chongg g_6b:ac:b9 :b9), Dst: :3e:54 ( 3 e:54) || 0010 g: ;g Z :: gg gg gg ;: ;g :: ;: ;; ;g ;f -8 :
0020 c + +
102 20845231 Dev:idacies 431 )30 00 00 00 00 00 80 04 67 61 69 61 02 63 73 @5 75 g aia-cs-u
Src Port: 62353, Dst Port: 53 040 6d 61 73 73 @3 65 64 75 00 00 01 00 01 mass -edu
Domain Name System (auery)
}
© 7 wireshark WLANOQK4D3.pcapng | $8: 916 - Displayed: 44 (4.8%) - EEF: 0 (0.0%) EH: Default

42;UDP

6.Now locate the corresponding DNS response to the initial DNS query.

What is the packet number in the trace for the DNS response message? Is

this response message received via UDP or TCP?

M WA a X
XHE EEE WAV BEG) WRQ SHA) SN mEY) Baw) IRM  ®eH)
AB 20 =RREIQR &= sz Eeaaarm
192.168.43.231 and dns *
No. Time Source Destination Protocol  Length Info
- 42 4.282856 192.168.43.231 192.168.43.1 DNS 77 Standard query @xf3b8 A gaia.cs.umass.edu
43 4.288206 192.168.43.231 192.168.43.1 DNS 77 Standard query Oxcfld A gaia.cs.umass.edu
44 4.288646 192.168.43.231 192.168.43.1 DNS 77 Standard query Ox7fe2 HTTPS gaia.cs.umass.edu
45 4.289257 192.168.43.231 192.168.43.1 DNS 86 Standard query @x9f25 A stackpath.bootstrapcdn.com
46 4.289758 192.168.43.231 192.168.43.1 DNS 86 Standard query 0x9608 HTTPS stackpath.bootstrapcdn.com
47 4.290366 192.168.43.231 192.168.43.1 DNS 75 Standard query 0x4168 A code.jquery.com
48 4.290689 192.168.43.231 192.168.43.1 DNS 75 Standard query @x7aca HTTPS code.jquery.com
61 4.676557 192.168.43.1 192.168.43.231 DNS 139 Standard query response @x4168 A code.jquery.com A 151.101.2.137 A 151.101.194.137 A 151.101.130.137 A 151.101.66.137 T
62 4.676557 192.168.43.1 192.168.43.231 ois 136 Standard query response Ox7aca HTTPS code.jquery.com SOA george.ns.cloudflare.com
64 4.678407 192.168.43.231 192.168.43.1 DNS 80 Standard query @x@def A fonts.googleapis.com
65 4.678655 192.168.43.231 192.168.43.1 DNS 80 Standard query 0xd29f HTTPS fonts.googleapis.com
74 4.684707 192.168.43.1 192.168.43.231 DNS 96 Standard query response @x@def A fonts.googleapis.com A 120.232.234.33
75 4.684707 192.168.43.1 192.168.43.231 DNS 137 Standard query response @xd29f HTTPS fonts.googleapis.com SOA nsl.google.com
90 4.752951 192.168.43.1 192.168.43.231 DNS 102 Standard query response @x9f25 A stackpath.bootstrapcdn.com A 66.220.149.32
108 5.005026 192.168.43.1 192.168.43.231 DNS 86 Standard query response @x9608 HTTPS stackpath.bootstrapcdn.com
115 5.307155 192.168.43.231 192.168.43.1 DNS 77 Standard query @x6be@ A gaia.cs.umass.edu
116 5.367975 192.168.43.231 192.168.43.1 ons 77 Standard query @x7d00 A gaia.cs.unmass.edu
308762 192.168.43.231 192.168.43.1 DNS 77 Standard query @x5b82 HTTPS gaia.cs.umass.edu
132 §.938612 7192.168.43.1 7192.168.43.231 DNS 93 Standard query response Oxf3b8 A gaia.cs.umass.edu A 128.119.245.12
133 5 aa1R0R 13> AR 43 531 19> 16 43 1 S G4 Standard auery Gudh71 b nav-sdae smantsrrean micrncnft com
> Frame 132: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface \Device\NPF_{C3FB82DB]| ©990 4@ 5b d8 6b ac b9 62 ce b3 ed 3e 54 @8 00 45 00 @[ k- b- - >T -E
> Ethernet IT, Src: 62:ce:b3:ed:3e:54 (62:ce:b3:ed:3e:54), Dst: ChongqingFug 6b:ac:b9 (40:5b:d8:6b:ac:bo)|| 9910 00 4f a5 ad 40 00 40 11 bc b7 0 a8 2b 01 c0 a8 -0--@-@ ks
>_Internet Protocol Version 4, Src: 192.168.43.1, Dst: 192.168.43.231 DR 2oizico samieant Mite Welmeoer } s
> Domain Name System (response) 1 60 01 @0 00 0e Of 00 04 80 77 f5 Oc w
© 7 wireshark WLANOQK4D3.pcapng | $8: 916 - Displayed: 44 (4.8%) - EEF: 0 (0.0%) EH: Default

132; UDP



7.What is the destination port for the DNS query message? What is the
source port of the DNS response message?

53:;53

8.To what IP address is the DNS query message sent?

| —
229 5.135637 172.26.68.207 | 10.8.4.4 | DNS 77 Standard query @x8
247 5.154636 1e8.8.4.4 172.26.68.287 DNS 93 Standard query res

9.Examine the DNS query message. How many “questions” does this

DNS message contain? How many “answers” answers does it contain?

Domain Name System (query)
Transaction ID: ©x9933
> Flags: ox@100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: ©
Additional RRs: ©
> Queries

1;0

10.Examine the DNS response message to the initial query message. How
many “questions” does this DNS message contain? How many “answers’

answers does it contain?



Domain Name System (response)

Transaction ID: ©x9933

Flags: ©x8180 Standard query response, N
Questions: 1

Answer RRs: 1
Authority RRs: ©

Additional RRs: ©
Queries

Answers

1;1

11.The web page for the base file

http://gaia.cs.umass.edu/kurose ross/index.php references the image
object

http://gaia.cs.umass.edu/kurose ross/header graphic book 9E 1.jpg,
which, like the base webpage, is on gaia.cs.umass.edu. What is the packet
number in the trace for the initial HTTP GET request for the base file
http://gaia.cs.umass.edu/kurose ross/? What is the packet number in the
trace of the DNS query made to resolve gaia.cs.umass.edu so that this
initial HTTP request can be sent to the gaia.cs.umass.edu IP address?
What is the packet number in the trace of the received DNS response?
What is the packet number in the trace for the HTTP GET request for the
image object
http://gaia.cs.umass.edu/kurose ross/header graphic book 9EIl.jpg?

What is the packet number in the DNS query made to resolve



gaia.cs.umass.edu so that this second HTTP request can be sent to the

gaia.cs.umass.edu I[P address? Discuss how DNS caching affects the

answer to this last question.

| ip.addr == 172.26.68.207 &8 http

lo. ﬁTime Source Destination ‘ Protolc Leng‘lnfo .

' [44]3.929996  172.26.68.207 128.119.245.12 [HTTP | 498[GET /kurose ross/ HTTP/1.1

- 53 4.218818  128.119.245.12 172.26.68.207  HTTP 650 HTTP/1.1 301 Moved Permanently (text/t
54 4.221179  172.26.68.207  128.119.245.12 HTTP 587 GET /kurose_ross/index.php HTTP/1.1
64 4.494040  128.119.245.12  172.26.68.207  HTTP 1209 HTTP/1.1 208 OK (text/html)
66 4.518237  172.26.68.207  128.119.245.12 HTTP 418 GET /kurose_ross/custom.css HTTP/1.1

=1 A £1nosn 174 Ac co An7

3.497183 172.26.68.207 10.8.4.4
.409873 10.8.4.4 172.26.68.

.674372 128.119.245.12 172.26.68.

.929843 172.26.68.207 10.8.4.4

110

207

207

110 AAc 1A

DNS

.41e737 172.26.68.207 128.119.245.12 TGP

TCP

DNS

uTTN ABA AET llrisnaca ;mnacos lernint S~ UTTR/1 1

77 Standard query ©@x7fd4 AJ gaia.cs.umass.edu

93 Standard query response @x7fd4 A gaia.cs.umass.edu A 128,
66 13193 > 80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=256 SA
66 80 » 13193 [SYN, ACK] Seq=@ Ack=1 Win=29200 Len=0 MSS=14¢
54 13193 -+ 80 [ACK] Seq=1 Ack=1 Win=65286 Len=0

75 Standard query ©@x33a5 A code.jquery.com

3
3
5}
42 3.674492 172.26.68.207 128.119.245.12 TCP
2
3

.929996 172.26.68.207 128.119.245.12 HTTP 498 GET /kurose_ross/ HTTP/1.1

36;

36 3.407183 172.26.68.207 10.8.4.4
3.499873 10.8.4.4 172.26.68.207
43 3.929843 172.26.68.207 10.8.4.4
45 3.930072 172.26.68.207 10.8.4.4

37;

DNS 77 Standard query 0x7fd4 A gaia.cs.umass.edu

DNS 93 Standard query [response @x7fd4 A gaia.cs.umass.edu A 128.119.245.12
DNS 75 Standard query ©x33a5 A code.jquery.com

DNS 76 Standard query @xdald A cdn.isdelivr.net

366 4.789647  128.119.245.12  172.26.68.207  HTTP
367 4.790667  172.26.68.207 128.119.245.12
450 7.372704  128.119.245.12  172.26.68.207  HTTP
1548 169.814684 172.26.68.207  120.241.131.233 HTTP
1881 1ARQ . RIARERA 120.241.131.23% 172 .26 .AR.207 HTTP

367,

B IEKAY DNS &8,

LAEN I

GRS BRI

X

1349 HTTP/1.1 200 OK (application/javascript)
482 GET /kurose_ross/header_graphic_book_9E_1.jpg|HTTP/1.1
857 HTTP/1.1 200 OK (JPEG JFIF image)

774 POST /mmtls/00003014 HTTP/1.1
R23 HTTP/1.1 208 OK

HERHERCHETERT, B

12.What is the destination port for the DNS query message? What is the

source port of the DNS response message?

53, 53



13.To what IP address is the DNS query message sent? Is this the IP

address of your default local DNS server?

25 2.213598 172.26.68.207 | 10.8.4.4 | DNS 76 Standard query 0x0002 A www.cs.umass.edu
35 3.292089 10.8.4.4 172.26.68.207 DNS 92 Standard query response ©x0002 A www.cs.umass.edu A 128.119.240.9

10.8.44, &

14.Examine the DNS query message. What “Type” of DNS query is it?

Does the query message contain any “answers’?

Domain Name System (query)
Transaction ID: ©x0002
> Flags: 0x@10@ Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: ©
v Queries
> www.cs.umass.edu: type A,|class IN
[Response In: 35]

A, FEEFEAEER

15.Examine the DNS response message to the query message. How many
“questions” does this DNS response message contain? How many

“answers’?

1,1

16.To what IP address is the DNS query message sent? Is this the IP
address of your default local DNS server?

10.8.44, &



17.Examine the DNS query message. How many questions does the

query have? Does the query message contain any “answers’?

1, NMEEEXE

18.Examine the DNS response message (in particular the DNS response
message that has type "NS”). How many answers does the response have?
What information is contained in the answers? How many additional

resource records are returned?

Questions: 1
lAnswer RRs: 3 |
Authority RRs: ©
Additional RRs: 3
fQuePies
> umass.edu: type NS, class IN
‘| Answers
v umass.edu: type NS, class IN, ns ns3.umass.edu
Name: umass.edu
Type: NS (2) (authoritative Name Server)
Class: IN (©x@eel)
Time to live: 3600 (1 hour)
Data length: 6
Name Server: ns3.umass.edu
> umass.edu: type NS, class IN, ns nsl.umass.edu
> umass.edu: type NS, class IN, ns ns2.umass.edu
' Additional records
v ns2.umass.edu: type A, class IN, addr 128.119.10.28
Name: ns2.umass.edu
Type: A (1) (Host Address)
Class: IN (@xeeel)
Time to live: 3600 (1 hour)
Data length: 4
Address: 128.119.10.28
> nsl.umass.edu: type A, class IN, addr 128.119.10.27
> ns3.umass.edu: type A, class IN, addr 69.16.40.18
[Request In: 46]
[Time: 1.563211000 seconds]

3, umass.edu. Name, 3
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