1. Is your browser running HTTP version 1.0, 1.1, or 2? What version of
HTTP is the server running?

I.1; 1.1

2. What languages (if any) does your browser indicate that it can accept

to the server?

Accept-Language: zh-CN,zh;g=8.9,en;q=0.8,en-GB;q=0.7,en-U5;g=0.6\r\n

3. What is the IP address of your computer? What is the IP address of the

gaia.cs.umass.edu server?

No. = Time Sourc Destination Protocol Length Info
234 2.887736 72.26.6.212 128.119.245.12 HTTP 573 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1
25@ 2.355385 128.119.245.12 172.26.6.212 HTTP 549 HTTP/1.1 208 OK (text/html)

THENLIP Mtk A 172.26.6.212; ARZS 28 1P Huhikoly 128.119.245.12

4. What is the status code returned from the server to your browser?

200

5. When was the HTML file that you are retrieving last modified at the

server?

=

Last-Modified: Sun, 28 Sep 2825 85:59:81 GMT\r\n

05:59:01

6. How many bytes of content are being returned to your browser?

128



7. By inspecting the raw data in the packet content window, do you see
any headers within the data that are not displayed in the packet-listing
window? If so, name one.

4, User-Agent. last-modified &5

8. Inspect the contents of the first HTTP GET request from your browser
to the server. Do you see an “IF-MODIFIED-SINCE” line in the HTTP
GET?

]

9. Inspect the contents of the server response. Did the server explicitly
return the contents of the file? How can you tell?

&, NN REPEE 371 =71 Line-based text data

10. Now inspect the contents of the second HTTP GET request from your
browser to the server. Do you see an “IF-MODIFIED-SINCE:” line in the
HTTP  GET6? If so, what  information  follows  the
“IF-MODIFIED-SINCE:” header?

BeE R, JamA H AR

11. What is the HTTP status code and phrase returned from the server in

response to this second HTTP GET? Did the server explicitly return the



contents of the file? Explain.
304; Not Modified; Al 55 #% %A1 B IR [B] SCAF 2, BRI M B 2 A

£1,5EZ75 ] Line-based text data

12. How many HTTP GET request messages did your browser send?
Which packet number in the trace contains the GET message for the Bill
or Rights?

A 10 [DRBees=TsEEqaan
(7 Theep
Ho. Time Sourcs Destination Protocol Length Info
- 121 5.695334 172:16.5.3 128.119.245.12 HTTP 573 GET /wireshark-labs/HTTP-wireshark-file3.html HTTP/1.1
129 5.927758 128.119.245.12 172:36.5:3 HTTP 535 HTTP/1.1 208 0K (text/html)

14 121

13. Which packet number in the trace contains the status code and phrase
associated with the response to the HTTP GET request?

129

14. What is the status code and phrase in the response?

200; OK

15. How many data-containing TCP segments were needed to carry the

single HTTP response and the text of the Bill of Rights?



v [4 Reassembled TCP Segments (4861 bytes): #109(1460), #110(1468), #112(1460), #113(481)]
[Frame: 109, payload: ©-1459 (1468 bytes)]
[Frame: 118, payload: 1468-2919 (146@ bytes)]
[Frame: 112, payload: 2920-4379 (146© bytes)]
[Frame: 113, payload: 4388-4860 (481 bytes)]
[Segment count: 4]
[Reassembled TCP length: 4861]
[Reassembled TCP Data [..]: 485454502312e23120323083020414b0d0ad446174653a2685375622c208323826¢

16. How many HTTP GET request messages did your browser send? To

which Internet addresses were these GET requests sent?

F}» 5362 25.678648 172.19.58.234 128.119.245.12 HTTP 573 FET YWir‘eshark-labs/HTTP-wireshar‘k-file4.h‘tml HTTP/1.1
< 5388 25.984116 128.119.245.12 172.19.58.234 HTTP 1355 HTTP/1.1 200 OK (text/html)
5389 26.014392 172.19.58.234 128.119.245.12 HTTP 519 GET]/pearson.png HTTP/1.1
54086 26.279212 128.119.245.12 172.19.58.234 HTTP 745 HTTP/1.1 208 OK (PNG)
! 6562 27.373886 172.19.58.234 178.79.137.164 HTTP 486 /BE_cher‘_small.jpg HTTP/1.1
3 6565 27.632906 178.79.137.164 172.19.58.234 HTTP 225 HTTP/1.1 301 Moved Permanently

34 IANKRF] 128.119.245.12, 5=k % 178.79.137.164

17. Can you tell whether your browser downloaded the two images
serially, or whether they were downloaded from the two web sites in

parallel? Explain.

[]-] 5362]25.678648 172.19.58.234 128.119.245.12 HTTP 573[GET [wireshark-labs/HTTP-wireshark-filed. html HTTP/1.1
<~ 5388 25.984116 128.119.245.12 172.19.58.234 HTTP 1355 HTTP/1.1 200 OK (text/html)
5389 26.014392 172.19.58.234 128.119.245.12 HTTP 519 GET]/pearson.png HTTP/1.1
5406 26.279212 128.119.245.12 172.19.58.234 HTTP 745 HTTP/1.1 208 OK (PNG)
| 6562 27.373886 172.19.58.234 178.79.137.164 HTTP 486 /ss_cover_sman.jpg HTTP/1.1
| 6565 27.632906 178.79.137.164 172.19.58.234 HTTP 225 HTTP/1.1 361 Moved Permanently
4 A S S A
AT, S ok B W e N fE R SRR K Ay
269 1.541359 172.26.6.212 128.119.245.12 HTTP 573 GET /wireshark-labs/HTTP-wireshark-file4.html HTTP/1.1
385 1.796229 128.119.245.12 172.26.6.212 HITP 1355 HTTP/1.1 2088 OK (text/hitml
I 388 1.851425 = - 5 = = _png
; 389 1.851637 172.26.6.212 178.79.137.164 HTTP 486 GET /8E_cover_small.jpg HTTP/1.1
i 314 2.859954 178.79.137.164 172.26.6.212 HTTP 225 HTTP/1.1 381 Moved Permanently
-|— 319 2.183342 128.119.245.12 172.26.6.212 HTTP 745 HTTP/1.1 288 OK (PNG)

FAT, FSRPITKIE R A Wi

18. What is the server’s response (status code and phrase) in response to
the initial HTTP GET message from your browser?

401; Unauthorized



19. When your browser’s sends the HTTP GET message for the second
time, what new field is included in the HTTP GET message?

Authorization

HEBCCHS:

https://web.ugreen.cloud/web/#/share/9272cf5af1f842399db10c93868

lbale
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https://web.ugreen.cloud/web/#/share/9272cf5af1f842399db10c938681ba1e
https://web.ugreen.cloud/web/#/share/9272cf5af1f842399db10c938681ba1e

